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Real-Time Regional Gateway (RT-RG) 



RT-RG: REAL-TIME 
REGIONAL GATEWAY 

Bagram Airbase, Afghanistan - AF1 
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Business Change 


What is RT-RG? 

• NSA’s Real-Time Regional Gateway (formerly RT-10) 


• “RT-RG extends NSA analysis, processing, and exploitation 
power to tactical users and the national security enterprise 
enabling SIGINT analytic results to be produced and delivered in 
a matter of seconds and minutes , not hours and days.” 


• Suite of integrated analyst applications... 

...designed & optimised for time-sensitive SIGINT support to 
tactical military operations 


Multiple instances (Iraq, Afghan, Korea, others), data specific to 
theatre 
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Business Change 


Applications 


GOLDMINER: events/geo fusion (GSM + VOICESAIL + VHF/UHF) 

- Managing tracking of multiple targets 

- Follow the targets irrespective of technology 

- Data from 320+ different collectors (strategic, tactical, ground-based, 
airborne,...) 

- Limited retention period (IQ 45 days, AF/PK 60 days) 


GEOT: visualisation of events data; integration with mapping / imagery 
- Updates ‘pushed’ at analysts 


SHARKFINN: target ‘enrichment 1 (CELLEX, gists, tactical questioning) 
- Entity extraction to find new selectors of interest 

Real-Time Alert Manager: does what it says! 


SORTINGLEAD: Pattern of Life / target discovery 
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Air - Friendly 

Tue, 04 Aug 2000 13:26:59 OMT 
(S/JREL TO USA, AUS, CAN, GBR, NZL) 
Asset: BSCMF 
MGRS: ■■■■■■ 

Type: report .tracking 

Subtype: friendly air 

Entity Type: U-2R US RECOW ACFT 

Activity: RADIO ELECTRONIC COMBAT, 

MSN/OPN 

Battle Dimension: Air 
Affiliation: Friendly 
Country Alliance: US 
Attitude^: 16067 02 
Heading: 14 0 




iahAa &AOH 


Air - Friendly 

Tue, 04 Aug 2009 1 2:52:41 GMT 


' Ayndh 


■f (3//REL TO USA, AUS, CAN, GBR, NZL) 

’ Asset: IBSCMF_ 

KfSSSSSS 

^ Type: repornTackin^^ 

__ Subtype: friendly air 

Entity Type: HS 801 NIMROD RECOWAEW ACFT 
Activity: ELECTRONIC WARFARE MSN/QPN 
£L Battle Dimension: Air 
Affiliation: Friendly 
Heading; 38.0 


mp: 1 

5,01 . -- NP 


VIIF All no LBH 160.01-170 

1 Tue, 04 Aug 2009 11:04:00 OMT 
(TSflSWREL TO USA, AUS, CAN, GBR, NZL) 


SIC AD US-3501 D 
■ PDDGXU 
> SSOF1 
'LAI: 31.38139 
LONG:64.92639 
Event Size: 651 CHARS 

— . Asset: KLIEGLIGHT 

■ \ frequency 166.8 MHz 

.iJh.ij.Lm. 1 i.Uoi-M ri l.Ii Target Location 
J— ^ n -\ i 1 _DOC 


ACOOEX/XU/SQG/PP/216,1253Z/AFO,A6Q-,SRD;SIX,WOT,AFNWLTOY,AFRAY,STANS,ACR1 ft fc&S 
^ QPER4=NDURING FREEDOM// ACT Y/HELMAND AREA// GNDOPi041104Z/2/AF/-A/T ALBAN 
' <NSURGENT/LS:31S253N0645535E// RMKS/TALIBAN INSURGENTS ACTIVE IVO HELMAND 
AREA // COMTECH/1102Z/AFUSQ0OOQ/166 80QMHZ£>SD:US-3501 D JCSiHABIBULLAH,AKAH// t’sf- 
GISTPOSSIBLE TALIBAN INSURGENTS. CALLSIGN HABIBULLAH ESTABLISHED LINE OF 
U COMMUNICATION VMTH AKAH AND TOLD HIM HE WAS NEAR HYDARABAD // 

CMNTjPOC VIPERFOCUS. PASHTO VOICE lOPAS RPT BS.// CMNT/THIS FREQUENCY IS 
OUTPUT FOR ANJIRAN REPEATER LOCATED AT 41R PR 82213 28896.// DERIVED FROM; ^|T| 

- 1 ‘ NSA/CSSM 1 *52 DATED: 8 JANUARY 2007 DECLASSFY ON: 20320103 W 

. . ACT!VIT V HELMAND AREA 

X CALLSIGN HABIBULLAH,AKAH 
: COVERTERM: LINE 


ic Page - Highest Possible Classification is TOP 5£CRET//CGHINT/Ti;//i?EL TO USA, AUS » CAN t GBR „ NZL 
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Manage Targets (Bulk Upload} 
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Business Change 

Why does GCHQ care? 

GCHQ requirements to access RT-RG driven by GREMIO (Afghan, now 
PK + IN) 


RT-RG solves a major business problem 


Actionable (tactical) SIGINT taking too long to reach military customers 

- Limits GCHQ’s impact and effectiveness (force protection, support to SF) 

- Analyst / GCO workload 

- Data ‘all over the place' (GCHQ and 2 nd Party systems) 

- Lots of manual / “cerebral fusion” to answer simple questions (e.g. “is my 
target using GSM, VOICESAIL, or VHF today?”) 

- SMO requires answers in seconds & minutes, not hours & days 

Timely delivery of UK data seen as major UKUSA contribution 

- Some GCHQ events/geo data now delivered in -5s versus -15mins 
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Business Change 


So what? The benefits to GCHQ... 


Faster delivery and presentation of events / geo to the analyst 

- Enables faster provision of actionable SIGINT to military customers 

- Enables optimisation of other SIGINT capabilities (e.g. IMMERGO) 


Analyst effort savings and efficiency 

- ‘Push’ model & fused data saves time 

- ~60% time and effort saving to deliver ‘SIGINT trigger’ for an operation 


Access to events/geo data not accessible through other applications 
Early GCHQ buy-in to an NSA roadmap 

- Expansion from OEF (HERRICK) to wider AF/PAK interests (CT interests) 

- Investment in C-IED analysis features 

- Influence RT-RG where it helps us 

- Share GCHQ’s smart ideas to enhance RT-RG 

- Ability to implement some RT-RG features in our own systems? 
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Business Change 


Some challenges? 

• Interactive performance on GCHQ’s desktop / web infrastructure 

- Mapping data slow to load 

- GCOs not yet fully benefiting 

• Ensuring adequate legal and policy compliance 

- US oversight & auditing 

- HRA 

• Analyst skills for understanding and exploiting VHF/UHF data 

• Analyst mindset & CONOR 

- Cross-organisational working (HQ, Digby, GCOs) 
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So what?! 

What might RT-RG mean for me? 



Business Change 


jCmti 


• Ask yourself... 


- Are RT-RG concepts niche or mainstream? 

- Would I benefit from faster delivery / presentation of 
events/geo data? 

- Would I benefit from a real-time picture of targets 7 
movements? 


- Could my customers benefit? 
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